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Hello Student1,
I concur with your argument that a brute-force attack was being carried out against the network by an intruder using the IP address 222.169.224.197. In any particular brute-force attack, we have several usernames that are used in the same IP address. The main objective is to identify the authorized username details as this will give the intruder full access to the network. The intruder seems to use network port assigned to the gaming console thus making this activity more suspicious. I seem to have the same opinion that the best way to prevent any brute-force attacks in a network is to disable multiple log-on attempts or setting the maximum verification attempts for the network users. It is evident that the culprit can be physically located by tracking the IP address used in the break-in attempt. In my attempt to trace the IP address, the IP address (222.169.224.197) seems to originate from Changchun, China. Your argument was clearly explained and very educative on my part.
Thank you.







Hello Student2,
I have the same thought that the line you identified in the web logs signifies a possible break-in attempt but not an actual intrusion by the attacker. The IP address that was used was 208.80.69.74. In any forensic investigation, this class C IP address could be very useful in providing the attacker’s location. Some of the network protocols that could have been affected during the break-in attempt include the Secure Shell and the Domain Name Server System. A network client having a different IP address information (hostname) from the data in the reverse DNS record in the SSH could cause this type of web server logs. In addition, the /etc/hosts data file located in the Secure Shell could be having different IP address information relating to the network client. Reverse mapping can also be a possible reason why the suspicious web server log was recorded. I happen to be of the same mind that this issue qualifies to be looked into by a forensic investigator as it could signify potential break-in attempts or successful network breach.
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